
What would you do with MORE time?
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The
MORE 
& LESS 

of TPRM

17% of respondents 
assessed 25% or less 
of their third parties 3

59% struggle to get 
overall view of 

third-party risk 1

42% say resources 
(people & time) are 
biggest challenge 2

62% still lack 
standard process 1
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The
MORE 
& LESS 

of TPRM

Average vendor onboarding 
taking 90 days, 20 days more 

than it did 4 years ago 4

Average company spends 17,000 
hours annually pulling together 

compliance reports and investigating 
security anomalies 5

2 or more weeks to 
compile a board report 2

17% of respondents 
assessed 25% or less 
of their third parties 3

59% struggle to get 
overall view of 

third-party risk 1

42% say resources 
(people & time) are 
biggest challenge 2

62% still lack 
standard process 1



What we’ll cover

4

Kimberly Johnson
Pr. Product Marketing Manager, TPRM

● How do you do “more with less”? Let’s do the math!

● What changes are required to be successful?

● Who has already done this successfully?

● What are the next steps?



Before you begin...know where you are...
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People & Process Challenge = 
Requires Process Change

System Design

Implementation

System Testing

Process Change = 
Improves Time & Cost

Improved Time & Cost = 
Ability to Scale

Improved Time & Cost = 
Ability to Scale

It’s all connected!



Onboarding 50 New Vendors Per Year

7

90 Days
16 Hours
$2,000
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90 Days
16 Hours
$2,000

50
new vendors/yr

800 Hours
$100,000/yr

Onboarding 50 New Vendors Per Year



Critical
LOTS OF EFFORT

Non-Critical
LESS EFFORT
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How much due diligence do I need 
to do for this vendor?
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Tiering is the foundation
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90 Days
16 Hours
$2,000

14 Days
10 Hours
$1,200

CRITICAL

NON-CRITICAL

Onboarding 50 New Vendors Per Year
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90 Days
16 Hours
$2,000

10 new vendors/yr
160 Hours
$20,000/yr

14 Days
10 Hours
$1,200

40 new vendors/yr
400 Hours
$48,000/yr

TOTAL:
560 Hours (↓240)
$68,000/yr (↓$32K)

CRITICAL

NON-CRITICAL

Onboarding 50 New Vendors Per Year
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Third-Party Risk Manager

59% struggle to get 
overall view of third-

party risk 1

More efficient…but is it less risky?
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Third-Party Risk Manager

INHERENT RISK

TIER 1 -
CRITICAL

RESIDUAL RISK
What controls do they have in place?

More efficient…but is it less risky?
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So the question is...

How much confidence do you have in knowing the cybersecurity posture 
and risk of this third party?
#LIMITED

More efficient…but is it less risky?



HIGH SECURITY PERFORMANCE               LOW
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How much due diligence do I need to do for this vendor?

Tier 2
MONITOR

Tier 2
ESCALATE

600

500

Tier 1
MONITOR

Tier 1
ESCALATE

700
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Tier 1
REVIEW

600

Security performance completes the picture
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Initial Assessment / Onboarding

Tier 1 Tier 2 Tier 3

Rating >= 750

Partial questionnaire / assessment Attestation (ISO, NIST, SOC) Onboard (no assessment)

AND Botnet = A

AND Open Ports > C

AND File Sharing = A

AND Breach = A

Rating 650-750
Full assessment

Partial assessment, focusing on 
gap areas

Attestation (ISO, NIST, SOC)

Rating 500-650

Onsite audit Outreach, possible onsite audit Full assessment and Outreach

OR Botnet <=C

OR Open Ports = F

OR File Sharing <=C

OR Breach >= C

Rating < 500 Refuse vendor Onsite audit Outreach

Example: Policy Matrix
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Onboarding 50 New Vendors Per Year
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14 Days
10 Hours
$1,200

8 new vendors/yr
80 Hours
$9,600/yr

2 Days
6 Hours
$500

30 new vendors/yr
180 Hours
$1,500/yr

TOTAL:

392 Hours
$27,100/yr

14 Days
10 Hours
$1,200

10 new vendors/yr
100 Hours
$12,000/yr

CRITICAL
> Risk Threshold

NON-CRITICAL
> Risk Threshold

NON-CRITICAL
< Risk Threshold

90 Days
16 Hours
$2,000

2 new vendors/yr
32 Hours
$4,000/yr

CRITICAL
< Risk Threshold

Onboarding 50 New Vendors Per Year
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Onboarding 50 New Vendors Per Year

“ONE-SIZE-FITS-ALL”

800 Hours
$100,000

ADAPTIVE PROCESS

392 Hours
$27,100

SAVE
408 hours &

$72,900



Scale for the greatest risk reduction
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You can now cover 80 vendors 
using the SAME resources.
(800 hours; Avg. 10hrs/assessment)

Source - Cefpro IMPROVING THIRD-PARTY RISK MANAGEMENT PROGRAMS TO 
OPTIMIZE OPERATIONS
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“It used to take us weeks to complete vendor assessments, 
now it takes us hours.”

“If we didn't have a security ratings platform we'd probably have to 
employ another ten people. It would be an absolute nightmare trying to 
understand what all the key cyber risks and issues are.”

“BitSight has allowed us to onboard low-risk suppliers much more 
quickly and that means we are able to get tools and products into the 
hands of our transformation teams much more quickly.”

Success stories



What’s next?
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● Know the maturity of your program to know what’s obtainable

● Look at each part of the program with a keen eye for efficiency 
not just risk reduction

● Ensure you include security performance for a complete view of 
risk you can trust

Be confident! that You CAN do more with less!



BitSight Helps Customers Tackle Cyber Risk

How secure is my organization? How secure are my third parties?

Cyber Insurance Critical National Infrastructure

THIRD PARTY 
RISK MANAGEMENT

SECURITY PERFORMANCE 
MANAGEMENT

➔ Assess cyber risk and compare 
to industry and peers

➔ Efficiently allocate resources to 
address cyber risks

➔ Set, track, report on program 
performance over time

➔ Make cyber risk decisions at the 
speed of the business

➔ See where the cyber risk is across 
the supply chain

➔ Prioritize resources to focus on 
riskiest vendors

➔ Team up with vendors to remediate 
cyber risk 

Mergers & 
Acquisitions
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Contact vendors@bitsight.com for your free Portfolio Performance Report



Thank You & 
Questions

BITSIGHT 

info@bitsight.com
www.bitsight.com


