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COVID-19: LESSONS IN THIRD-PARTY &
SUPPLY CHAIN RISK

Why were boards and management caught off guard by the virus itself
and the speed with which it impacted business and the economy?
What should risk directors do to respond better to catastrophic risk
eventsin the future and enhance their resilience?

How can Risk Committees be empowered with the right risk

intelligence?



THE NEXT CATASTROPHIC RISK COULD COME FROM ANYWHERE...
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... ARE BOARDS PREPARED?
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| 59% of organizations believe they
59%)> /under-investin risk
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62%% \‘: 62% believe their ongoing monitoring
© + of third parties is inadequate

267\ . Only 26% had allocated budget for

geopolitical risk (compared to 60% for
/' cyberrisk)

Source: Deloitte EERM Survey, 2020
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RISKS ARE RISING

SUPPLY
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VIRTU Financial - Suffers US$6.9 M in
Financial Losses in BEC Scam; Sues
Insurer for Failure to Pay for Damages

(BEC) scam n May 2020

o Vinu Financial said It loat USSE.9 M in & busness smad com

| Tech News |
Microsoft says Iranian hackers are exploiting the

Zerologon vulnerability

Microsoft's GitHub development platform has been expeniencing multiple outages and service degradations all week
There's been no official word so far on what's happening

} *  SINGAPORE POLITICS ASIA WORLD VIDEOS MULTIMEDIA LIFESTYLE

> Companies & Markets Economy Banking Property invest

Singtel to freeze wages amid weak sentiment

= Headlines ~ Sports ~ Life & style ~ Entertainment ~ City Sunday ~

Karnataka bandh: Protests across
state, partial shutdown in Bengaluru
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849 Have faced at least one third-party
© related incident inthe last three years

\

o Have faced a ‘high impact’ third-part
17% g P party

incident in the last three years

\ Organizations estimate their financial
19% exposure to a major thirdparty incident
at US$500 million or more

Source: Deloitte EERM Survey, 2020
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PROACTIVELY MANAGE & RESPOND TO RISK

2. QUICK
IDENTIFICATION
OF RELEVANT
RISKS

5.SWIFT
ACTION
WHEN RISKS
MOVE
BEYOND
ACCEPTIBLE
LIMITS
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3. ABILITYTO
TRACK
INCIDENTS TO
RESOLUTION

4. PROMPT
NOTIFICATION
OF KEY
DECISION
MAKERS
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BROADEN THE RISK APERTURE
WITH CONTINUOUS MONITORING
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THE RISK OPERATIONS CENTER (ROC)
INTEGRATE MONITORING, WORKFLOW AND RESPONSE CAPABILITIES
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Security & i ! actions provided by
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i Action feedback:
Lessons learned

1. Continuously collects real-time data
and intelligence on all risk categories that
matterto your businesses.

Curated alerts and risk score changes

enable notification of risk changes and
impact.
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PROBLEM

No clear insights into potential
disruptions

Risk program static and point in
time assessment based

Lacking continuous monitoring
capability

Lack of insights into cascading
risks

Limited risks assessed (financial,
cyber and regulatory)

Slow responseto location or
third-party issues

SOLUTION

Riskintelligence and monitoringis
continuous with expanded
coverage.

Supply Wisdom’s RAaaSteam
provides:

Daily, weekly and monthly
impact analysis and reports

Fortnightly reports on a sub-set
of 12 critical locations (out of
portfolio of 50) to analyze
geographic concentration risk
from a Continuity and Resilience
perspective.

Regular cascadingrisk trend
analysis specific to service by
location
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SUPPLY WISDOM CASE STUDY: GLOBAL BANK

OUTCOMES

Single risk dashboard
Expandedrisk coverage
Higher executive engagement
Disruptions avoided

Fastermoveto Work From
Home

Cost avoidance

Capabilities provide assurance
to auditors and regulators

No disruptions to operations

Testimonial

14 The teamis

responsive and

timely. This type

of information

aligns really well

with what we
want to share
with our senior

leadership.

Our risk
program is

maturing, thanks
to your solutions

and team.

Again, this is
fantastic and
greatly

appreciated. 5y
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https://www.gartner.com/reviews/market/security-threat-intelligence-services/vendor/normshield

SUPPLY WISDOM: ACTIONABLE INTELLIGENCE FOR RISK COMMITTEES

Poritolio profile by % change in Risk Score, (33 2020 vs. (2 2021
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* Anonymized data based on Supply Wisdom executive reports
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SUPPLY
WISDOM

Real-time Risk Intelligence

THANK YOU

\\FA / info@supplywisdom.com \\\/ +1(212) 547.9481

Supply Wisdom: Patented Real-time and Continuous Risk Intelligence
Web | LinkedIn | Twitter
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