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EU General Data Protection Regulation 

• EU-wide privacy/data protection law

• Unifies data protection law - replaces Data Protection Directive 95/46/EC

• Requirements include: 

– Privacy notices

– Restrictions on cross-border data access

– Data Protection Impact Assessments (DPIA)

– Data subject individual rights

– Legal basis for processing data

– Data Protection Officer (DPO)

– Appropriate technical and organization security controls

– Supervisory Authority breach notification (72 hours)

• Substantial fines for non-compliance –up to €20M or 4% of worldwide annual revenue



Individual Rights

• Organizations must document policies/procedures to include: 

– data subject access, correction, deletion, restriction of processing

– data portability

– right to object to certain types of processing

– right to object to or obtain human intervention in certain automated decision 

making

– data retention:

• records management program which has been implemented so that there are 

maximum storage periods for personal data categories as well as minimum 

retention periods 

• to include description of secure destruction methods



Individual Rights (cont.)

• Individual rights include: 

– have personal data transmitted to the data subject or another controller in a 

commonly used machine readable format (data portability)

– require the controller to erase personal data in certain circumstances (right to be 

forgotten) 

– obtain more information about a controller’s processing through a subject access 

request and to provide the information in a commonly used format

• Action must be taken by controllers within 1 month of, or in rare cases within 3 

months of, a request 



Controller vs. Processor

Example: Company A provides a mobile app to its customers. In the delivery of the 

services, Company A collects and processes the personal data of its customers via the 

app. In order to send marketing emails to the customer, Company A utilizes a third 

party vendor, Company B, and sends them customer personal data. Company A has a 

contractual relationship with Company B in which it dictates specifically how and when 

it will process the personal data.

Company A is the controller since it determines the use of the data. Company B is the 

processor. 

Controller

determines the purposes and means 

of the processing of personal data

Processor

processes personal data on behalf of 

the controller



Data Processor Obligations

• Processors have direct obligations under the GDPR and can be liable to fines and claims 

from data subjects

• Processors have direct obligations including to implement technical and organizational 

measures: 

– not to appoint subprocessors without (i) the consent of the controller and (ii) flowing 

down the same provisions

– to notify data breaches to the controller

– to cooperate directly with the Supervisory Authority 

• Organizations should assess any intra-group processor agreements and make amendments 

to include minimum requirements and keep liability limited towards the group’s main 

establishment 



Cross-Border Data Access

• EU personal data may not leave the EU unless one of the following is 

present:

– Deemed adequate:

Andorra, Argentina, Canada, Faeroe Islands, Guernsey, Israel, Isle of Man, Japan, Jersey, 

New Zealand, Switzerland and Uruguay

Under consideration: South Korea

– Binding Corporate Rules – internal rules for transfers within companies

– Privacy Shield certification– facilitates EU-to-US transfers

– Standard Contractual Clauses (aka model clauses)*
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GDPR Areas to cover with your vendors:

• Contracts are key – get them on your paper, and make sure 

they cover:

o Is the vendor a processor or a controller?

o How (and how fast) will they notify you of an individual 

rights request or a data breach?

o Where will they process EU data? Get model clauses in 

place if necessary

• Who is their DPO? Are they qualified? Talk to your DPO

• What are their technical/organizational security measures?

• Right to audit – secure this and use it regularly



The California Consumer Privacy Act of 2018

Background

• In response to Ballot Provision No. 17-0039

• Signed on June 28, 2018

• Highlights the state’s efforts to be the leader in privacy in the 

U.S.

• Effective Date – January 1, 2020



Who and what is protected?

Who is protected?

• California consumers with respect to their personal information 

(customers, employees (2021), patients, students, etc.)

What data is protected?

• Personal information is defined broadly: identifies, relates to, 

describes, is capable of being associated with, or could 

reasonably be linked, directly or indirectly, with a particular 

consumer or household

• Examples: IP addresses, account names, SSNs, DL numbers, 

commercial information, biometrics, internet activity info, 

geolocation, employment info, profile info



Selling Personal Data

“selling, renting, releasing, disclosing, disseminating, making available, 

transferring, or otherwise communicating orally, in writing, or by electronic or 

other means, any personal information to another business or a third party for 

monetary or other valuable consideration.”

But - “Service Providers” are exempt from sale restrictions

Section 1798.140(v) of the CCPA states that a service provider must be 

contractually prohibited from “retaining, using, or disclosing the personal 

information [provided to it by a business] for any purpose other than for the 

specific purpose of performing the services specified in the contract for the 

business.”



Selling Personal Data (cont.)

If engaged in “sale” of data, additional requirements 

include:

• Must give customers the ability to opt-out via the privacy 

notice and a link or button on your website:

“Do Not Sell My Personal Information”

• Must cascade requirements to vendors who receive the 

personal data

• Not requesting an opt-in for twelve months thereafter



Updated Disclosures to Privacy Notices

• Must clearly disclose to the individual their rights as they 

relate to California law

• Must provide two methods to exercise an individual rights 

request (email, online form, phone number)

• Must disclose that you sell personal information to third 

parties, if that is the case

• Must disclose all categories of third parties in which 

you share personal information for business purposes



Right to Access, Deletion and Portability

Individual Rights

• Must have mechanism for individuals to submit free 

personal information access requests (toll-free number 

required for businesses that have offline presence and 

one other)

• 45 days to respond; must verify identity of requestor

• Deletion – subject to exceptions 

• Portability – information provided must be “portable and 

readably usable”



Penalties and Damages

• Private cause of action (including class actions) and 

Attorney General actions possible

• Attorney General civil penalties up to $7,500 for each 

violation (incident) of the Act

• Private right of action – statutory damages of up to $750 or 

actual damages, whichever is greater, in addition to other 

relief from the court for data breach claims only

Ex: 1MM users x .12 = 120k California users x $7500 = $900 MM
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CCPA Areas to cover with your vendors:

• Contracts are key – get them on your paper, and make sure they 

cover:

o Ensuring the vendor is declared a Service Provider (if applicable)

o How (and how fast) will they notify you of an individual rights 

request or a data breach?

o How will they respond to an opt-out or Do Not Sell request?

o Prohibit vendor from “selling” data or using it for any purpose 

other than what is outlined in the MSA/SOW

• What are their technical/organizational security measures?

• Right to audit – secure this and use it regularly



17

Questions to ask all vendors:
• Do you have a documented internal privacy policy or procedures for the protection of 

personal information accessed, processed, or maintained on our behalf?

• Is PI transmitted to, received from, or accessed from countries outside the United States?                      

• Do you have privacy training and awareness for employees?

• Does your organization have a designated person or group responsible for privacy?

• Does your organization conduct regular privacy risk assessments?

• Provide a list of all sub-contractors that process personal data on your behalf

• Has your organization ever had a data breach?

o If so, please provide details of the data breach below.

• Do you have a data retention policy? What is the retention period for any data that is 

provided to you by us?

• Do you have a deletion/destruction policy that is enforced for all data reaching its 

retention period?



But wait, there’s more…

• The California Privacy Rights Act (CPRA) ballot initiative just 

passed on November 3

• Establishes a new data protection regulator in California 

separate from the Cal. Attorney General, with a dedicated 

budget

• Applies to data collected after January 1, 2022

• Regulator will draft and publish implementing regulations at

some point in 2021. Stay tuned…
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Questions?


